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O KOMINAHWW BEYOND SECURITY

o Beyond Security, wrab-kBaptupa B CLLUA, CaH-Xoce, KaandopHus
LleHTp uccnepgosaHunii n paspabortok, U3paunb
° MoppeprKKa n opucbl NpoaaXK Mo BCEMY MUPY
°  Bnapeneu, pecypca SecurifTeam oauH 13 5 aydwmx noptanos raobanbHom 6e3onacHOCTH

Pa3pabarbiBaeT aBTOMaTM3MpPOBaHHbIE CPEeACTBa 3alUTbl OT YyA3BUMOCTEN Ann
obHapyXeHusa nobbix TMNOB n3sectHbiXx nn HEUM3BECTHDLIX yassumocTtei, BKAoUas ceTb,
NnpuUNoXKeHue, BE6-NpUN0OKEHUA, UCXOAHDIN KOA.
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International Offices: San Jose, California, with R&D Headquarters in Israel
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Support: 24X7 follow the Sun
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UHCcTpymeHTbl ana Kaxkaoro atana, SDLC + DevOps PATHWAY TO

PRODUCTION SSD D in 2018 published over 100 advisories and CVEs

12 secure

*  VYbBeanutech, YTo Balla CeTb AeMCTBUTENbHO Be3onacHa. Mcnonb3yetca MSP, SOCs, UT-meHeaxepamn u
MeHeaKepamm no 6esonacHoCcTH,

* TecTbl CETM 1 NONb30BATENLCKMX BED-NPUNOHKEHUI
PRODUCTION .
Automated Scanning, Compliance +

Risk Management

ABTOMATMYECKM N NOCTOAHHO CKaHMPYeT 0OHApPYKEHHbIE CUCTEMbI U YA3BMMOCTM
AHanun3 noseaeHMs c TO4HOCTbIO (MeHee 0,01% NoXKHbIX cpabaTbiBaHWI),

* KapTa cetu 1 nHTerpMpoBaHHbIe NMOLAroBble NPOLECcCh BOCCTAHOBAEHMA

*Bug bounty program* for any discovered proven false positives!

[¥storm

* |oT, Critical Infrastructure, Automotive, Lab Certification, R&D / QA testing, Mobile, API, Wifi, BT,...

* [IMHaMM4YecKu oLeHMBaTb NporpaMmHoe obecrnedyeHme, annapaTHoe obecneyeHune u
nponpueTapHble npotokobl Ans UNknown flaws.

*  DevOps: 3alWnT1TE CBOM NPOAYKTbI NEpes pean3om

* Co3paliTe CBOW CODBCTBEHHbIM NPOMNPUETapHbIA NPOTOKOA TECTMPOBAHMSA, MU UCMONb3YINTE

DAST: Blackbox Testing, Fuzzing, MOAYb CamMooByueya beSTORM

Build security and quality in your SDLC
*  BO3MOXHOCTb M3MEHEHUA TNYOMHbI TECTUPOBAHMSA, UCXOASA M3 BALLEro YHMKaAbHOrO NOAXoAa.

[ESsource

* CTaTuMyecKuit aHanns3, TeCTMPOBAHWE KOAa U UCMpaBAeHne ANA
pa3paboTyMKOB NporpammHoro obecneyeHus.
*  DevOps: be3onacHOCTb KoZa M NPUIOXKEHMI Ha 3Tane pa3paboTKu

*  YMmeHblleHMe KonmyecTBa umknos QA Ha aTane pa3pa6OTKl/l

SAST: App and Code Testing * Topenutech NPOEKTOM pa3paboTKM C YneHaMu Ballel KOMaHapb
Build security and quality in your SDLC

OWJASP beyond

Securil ity Project
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 Onpeaennte BCE aKTMBHbIE y3/1bl B BalLEN CETMU.

* Heobxoammble TECTMPOBAHMA Ha YPOBHE CeTU, cepBepa, 6a3bl AaHHbIX U
NPUNOKEHU

* OTkpoMTe ana ceba u KnaccndnumpymnTe BCce M3BECTHbLIE YA3BUMOCTM B
ceTu.

Ecnn 6bl Kaxkaaa ceTb Obla 3allylleHa OT YA3BMMOCTEN, MHOTUE YTeUKU

OaHHbIX MOXHO 6bIno 6kl NpegoTBpaTUTL
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utomated Vulnerbility Scanning, .
Compliancy and Risk Management
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beSECURE

Advantages

CeTb 1 BED-NPUNOKEHNS B OAHOM MHCTPYMEHTE

TecTnpyinte ntobom xocT KoTopbit “roBoput”Ha IP: firewalls, routers, wireless routers,
printers, switches, workstations, servers, ...

[MONHOCTbIO aBTOMATM3MPOBAH — HACTPOMKA M 3aMyCK 33 CYUTAHbIE MUHYTbI
Onpenenute HeJOCTaTKM 6€30MaCHOCTU U YA3BUMOCTEM Ha YPOBHAX 2-7
[MpocTaa MHTerpauma.

CDyHI-(LI,I/IFI I-(OHCO!'IVI,EI,VIpOBaHHOlZ OTHETHOCTKN, ANA NPOCTbIX N KPATKMUX OTHETOB.

Your Benefits

3HanTe 4yTOo Bbl B He3onacHocTuH, 6e3 ctopnpmsos!

JKOHOMbTE Bpems cobatoaan npasuna besonacHoctn ( SDP/PCI - ASV certified, 1ISO2700x,
AIS/CIS cepTudpurauma coorsetctama , NEN7510, HIPPA,GLBA, SB 1386, SOX, OWASP, GDPR
and more..)

OH-namH OTHEeTbl, MTHOBEHHO MPeaoCTaBbTe nobom OTHET, H€O6XO,£I,VIN\I3IIZ ANA BallKUX BCTPEY

Bbibupaiite ntoboit otyeT no gate/nonb3osatento/cnucteme/, B COOTBETCTBMU CO CMIMCKOM
NPUOPUTETHBIX 33au.

3aLLI,l/ILLI,aeT BallK CeTeBble aKTMBbI, COXPaHAET HEMPEPbLIBHOCTb busHeca.



beSECURE Mopaenb pa3septbiBaHua Option - 1

On-Premise Starter Kit for BOTH Internet facing and Internal systems

OOOOOOOO

1 x Appliance IS CepBep ynpasneHuna nHpopmalmen ans oT4eTHOCTM (manages the LSS)
1 x Appliance LSS: /TokanbHbI cepBep ckaHmpoBarusa (2500 IP’s / domains per day)
NHTerpaunsa c Bawien cnctemon Tuketos, SIEM 1 BHyTpeHHUMM npoueccamu (Yepes API)
ObyyeHMe 1 NoNHAA TEXHMYECKAA NOAAEPKKA

MoeT NpeaocTaBNATb exXekBapTanbHble oT4eTbl PCl

HacTpanBaemble oT4ETHI NOA, BallK HYXKHbl(UBeTa, bpeHa, MHGOPMATUBHOCTb).

Mopaynb TECTUPOBAHMA KNUEHTCKNX BEO-NPUNOMKEHMIA CO BCTPOEHHbBIM CKAHEPOM

Pasaoen oTyeTa M 3aMeTOK, rae MHH-(eHepr&OFyT OCTaB/IATb PEKOMEHAaLMM ANA CBOUX
KINEHTOB



beSECURE
NEW UPDATING

Polling 1/hr between beSECURE and update
server. When new vulnerabilities are found
beSECURE pulls them from update server

Beyond Security Information HEADQUARTERS

Update Server .
2 Local Scanning Server
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beSECURE Mopaenb pa3septbiBaHua Option - 2.
Cloud Hosted (AWS) Starter Kit - For Internet facing systems,

@ HeT o6opyaosaHua 1 NoTpebHOCTU B YCTAHOBKE PELLEHUA

@ 1 x Appliance LSS: /TokanbHbI cepBep ckaHMpoBaHua (2500 IP’s / domains per day)

@ MHTerpauma c Bawen cuctemon TukeTos, SIEM 1 BHYTpeHHMMM npoLeccamm (Yepes API)
@ ObyyeHMe N NONHAA TEXHMYECKaA NOAAEPHKKa

@ MoeT NpeaoCcTaBNATb eXXeKkBapTaibHble oT4eTbl PCl

@ HacTtpanBaemble oT4eTbl NOA BalLKM HYXHbI(LBETa, bpeHa, NHGOPMaATUBHOCTD).

@ Moaynb TeCTUPOBAHUA KIMEHTCKUX Be(ﬂnpmnomeHmﬁ CO BCTPOEHHbIM CKaHEpOM

Pa3aen otyeTa M 3aMeTOK, rae NHXEeHepPbl MOIyT OCTaBJIATb peKOMeHdaunin ANAa CBOUX
KTNEHTOB



MSP/SOC/NOC - DISTRIBUTED NETWORKS

Full Mulit-Tentant Deployment for MSPs and Enterprise scale networks

Organization / Client-1

External
systen}s
[ L ]

7’
Appliance
Scanner

1U scanner

Information Server

Ressources Internes +
hébergement

Open ports
80, 443

External

Organization / Client-3
systems

- ——— VM Scanner
=¥ |nternal scans P
[ 1
[ |

T =:|/
. 1 I
External facing cans -
Open ports
80, 443

Communication between IS and LSS via
port 80, 443

beyond



Pe3tome npepnoxkeHmm o
MSP

[1Ba moaenu ncnonb3oBaHna —/lokanbHaa n ObnavyHas(AWS)
CkaHupoBaHue L2-L7 web-application testing module

[TONHbBIN CNEKTP aBTOMATU3MPOBAHHbIX OTYETOB, B TOM YMC/1€: aHANN3
TeHAeHUMN, AnddepeHumanbHble OTYETbl, HACTPANBAEMbIE OTYETHI...

[TonHaa TexHMYecKan noaaepyKa ¢ Ha3HaYeHHbIM UHKEHEPOM
CooTtBeTtcTBue otyeTHocTH (ISO, CIS, PCI*, ect)
[lononHuTeNnbHan nedvaTb 6€30NacHOCTM A/14 BalLero KJAneHTa
Balu cobCcTBEHHbIN A3bIKOBOW MHTEPPENC

BHYTPEHHUI AyanT

OOOOO ©OOO
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Het H€O6XO,£I,I/IMOCTVI B npusaevdyeHmM CTOPOHHNX KOHCYJIbTAHTOB, 4YTO Obl
NnPoBeEPNTb BallK CalTbl U Bally CeTb.

MacwTtabunpyeTcs NpocTo 1 NEerko

PerynﬂpHoe N TeRylee CKaHMpOBaHMeE: exXxeaAHEBHO, eXXeHENE/IbHO,
exxemecavHo. Bebl pelaeTte, OCHOBbIBAACb Ha BalWlNX Tpe6OBaHl/IﬂX d HE Ha
KOHCV/’IbTaLI,l/IOHHOﬁ oueHKe.

OHNaNH oT4YeThl U MHGOPMALMA B NHOOOIM MOMEHT, KOTr4a Bam HYKHO
npeaocTaBuTb MO0 NPOBEPUTL Ball CTAaTyC OE30MACHOCTU.

3aTpaTbhl MeHblle, Yem exeroaHbli penetration testing.




YINPABAEHUE PUCKAMU, OTOBPAKEHUE U OLEHKA

NTTC HQ (Dema) 551 (651) Sep 19, 2017 3056 (1777) 328 (87) £1.79 (90.01)

Accounting Servers 11 (1) Mar 03, 2014 - 14 (1) 88.07 (91.00)

Commenters 62 (62) Apr19, 2016 127 (507) 67 (48) B7.66 (90.17)

O6Lwas oueHka opraHM3aLmm U ypoBeHb
Corporate Servers 16 (16) Jul 03, 2016 27 (40) 11(123) 98.97 (90.92)

pucka

Corporate Web Site 2(2) Jun 15, 2016 a(8) 1(0) 90.13 (100.00)

Mail Servers 53 [53) Jun 12, 2015 19 (248) 15 (52) 56.70 (75.38)

100.00

Test 101) Sep 18, 2017 o) 0(0) (100,00,

L Web Portals ‘\ 2(2) Nov 05, 2015 21 (39) 1201 50.03 (50.03)

‘Web Servers 18 (18) Jun 08, 2 (130) 21(19) 62 (27) 92.82 (87.65)

CambIt HM3KKUIM 6an cuctemsil,
HanbonbLuas cTeneHb pucka.

Bad Hosts 18 (18) Mar 03, 2014 187 (0) 2(0) 42 (0) 76.78 (100.00)

NTTC Accounting (Demo) 93 (93) Sep 19, 2017 389 (353) 22 (28) 121 {95) 88,86 (93.65)

Dictionary Servers 64 (64) May 18, 2016 202 (353) 20 (28) 79 (95) 89.80 (80.95)

Internal network scan 11 (11) Sep 19, 2017 0 () 0 (0} 0 (0) 99,99 (99.99)

NTTC Development (Demo) 189 (188) Aug 25, 2017 2009 (18) 248 (0) 601 (8) 72,32 (99.21)

File Servers 18 (18) Aug 25, 2017 90 (18) 21(0) 36 (8) B80.22 (96.84)

Food Processors 55 [55) Oct 21, 2014 852 (0) 86 (0) 192 (0) 63.28 (100,00}

NTT Deep 97 (97) Feb 23, 2015 1249 (0) 161 (0) 355 (0) 53.76 (100.00)

Suspicious 19 (19) Apr 14, 2016 18 (0) 00 18 {0) 92.03 (100.00)

NTTC R&D (Demo) 104 (104) Sep 07, 2015 294 (391) 18 (25) 99 (132) 83.18 (86.83)




beSECURE OTyeT 0 BOCCTaHOB/1IEHUM

Balll cobCcTBEHHbIN paccuMTaHHbIM CIMCOK 33434 YS3BUMOCTU C IETKMMM A1A UCMPaBAEHNA HanpaBieHUAMM
Kak Bbl pellaeTe, YTo MCNPaBUTb B MEPBYIO oYepe/db, KOraa y Bac Masao BPEMEHN?

[MpOCTO HaYHUTE CBEPXY M ABMraNTECH BHU3!

Will Remediate Affecting
22% 86
Vulnerabilities Hosts

Remediated Affected Assets Risk
Vulns

PHP Unsupported Version Detection 50 50 20000
PHP CGI Query String Code Execution 30 30 7200
PHP Running Version Prior to 5.3.11 30 30 7200
PHP Running Version Prior to 5.3.2/5.2.13 15 15 1800
PHP Running Version Prior to 5.2.15 14 14 1568
PHP Running Version Prior to 5.3.13 14 14 1568
PHP Running Version Prior to 5.3.15 1568
PHP Running Version Prior to 5.3.14 1568
PHP Running Version Prior to 5.3.22 1568
PHP Running Version Prior to 5.3.26 1568
MySQL Unsupported Version Detection 1152
Obsolete Web Server Software Detection 288
OpenSSL Running Version Prior to 1.0.10 (POODLE) 360
Oracle DBMS_SCHEDULER Vulnerability 128
Multiple Vulnerabilities in Oracle Database Server (40 Issues) 128
OpenSSL Running Version Prior to 1.0.1i 128
OpenSSH J-PAKE Public Parameter Validation Shared Secret 128
Authentication Bypass

Oracle TNSLSNR Insecurity 128
Oracle LINK Buffer Overflow 128
Buffer Overflow in the Oracle Executeable of Oracle Server 4 128

Remediations




" beSECURE UHanBUAYyanbHble OTYETDI

Bbibepute ntobon Tmn
OTYeTa, KOTOPbIN Bam
HY»XeH: No aaTe, B
COOTBETCTBMW CO CMIUCKOM
NPUOPUTETHbLIX 3334,
no/sib3oBaTenem/rpynnon,
CUCTEMAMM U T. 4.

TaKk»Ke BKAtoYaeT oTyeTsl ISO,
CIS, PCI, SOX n OWASP Top
10

Actions

General Information
Organization: NTTC HQ (Demo) @

Scan: Web Servers
List of hosts:
3.33:H: 0 Score: 100.00
65: H: 0 M: 1 Score: 90.00
m.br: H: 3 M: 8 Score: 5.38
Score: 10.76

5.73: H: 0 M: 1 Score: 90.00

Vulnerability report
<> <> -
e .
Past Report - Select 3

2014-06-08 16:14:29

Last Scan Result

Previous result

Report

Remediation Report

Complete Only High

Send Report - Select a contact

Emmanuel Fondeville

Vulnerabilities
Information

Total: 147
High: 21
Medium: 62
Low: 64
Score: 92.82

Trend: A 5.17




beSECURE UHauBMAYaNnbHbIN reHepaTop oT4eToB

Customize report

Customization Name:
Report Name:

Format: PDF

Report Type: Filtered

Filtered Report

Vulnerability Name:

Risk:

Hostname / IP Address:

Service and Port:

Test ID:

Category:

Vulnerability Age:

CVSS Score:

0S Type:

Tag:

Hide Host Information section:

Onpeaennte n
co3ganTe nobdown
Tpebyembli TMN
oTyeTa.

ABTOMATUYECKM
OTNPaBAATbL
OTBETCTBEHHOM
rpynne nocne
3aBepleHna
CKaHMpPOBaHMA

[Tprmep: KOMaHA4a
Sap nony4vaet
otyeTbl no SAP u
NPUNOKEHUAM,
MeHEAXMEHT,
NHXeHepbl, Beb-
pa3paboTKa, BCe
nosy4atoT
KOHKPETHbIE OTYETHI,
KOTOPbIE MM HYXKHbI.



beSECURE Customized Report Generator

Customize report

Customization Name:

Report Name:

Format:

Report Type:

PDF

Filtered

Filtered Report

Vulnerability Name:

Risk:

Hostname / IP Address:

Service and Port:

Test ID:

Category:

Vulnerability Age:

CVSS Score:

0S8 Type:

Tag:

Hide Host Information section:

o —

Backdoors

DNS servers
Encryption and Authentication
Firewalls

FTP servers

Mail servers
Malformed Packets
Network devices
NFS services

Policy Checks
Preliminary Analysis
Printers

Proxy servers

RPC services
Simple Network services
SME/NetBIOS
SNMP services

SQL servers

SSH servers

Web Applications
Web servers
Webmail servers
Wireless AP




[eHepaTop OTYETOB O COOTBETCTBUM

[pOCTO LIeAKHMUTE pacKpbIBalOLLEECS MEHIO 1 BbibepuTe Tpebyemblit OTYET O
COOTBETCTBUM.

Generate report

Organization:

Scan:
Scan Date:

Report Type: |  Regular v
Executive Summary V
tide Host Information ssction:
S0OX
PCI (compliance)
PCI (authorized)
PCI (authorized summary)
HIFAA
IS0 270012
OWASP
CIs
Remediation
Microsoft Patches
Penetration Test




beSECURE AnddepeHumnanbHbie oTyeThHI

[IpOBEPLTE CBOW NPOrpecc, Bbibepute ntobble 2 AaThbl M CPaBHUTE pe3ynbTaTbl CKAHMPOBAHMA. [APaHTUPYET, YTO Bbl
HE YTOHEeTe B MHPOPMaLIMOHHOM neperpyske. Hanpumep, 3anycTute exemecayHblin 6a30Bbli OTYET U
eXXeHeaenbHble AnddepeHLManbHble OTYETbI, YTOObI BUAETH TO/IbKO HOBbIE AaHHbIE OTYETa.

TaKkne Kak: HoBble cuctemsl, HoBble YA3BUMOCTU C I'IpOLLIJ'IOVI HeAeNn Mo 3Ty HEAENIO, |/|CI'IpaBJ'IEHOZ YA3BMMOCTMU,

MCrpaB/ieHHbIE C I'IpOLLI/'IOVI HeAe/In Mo 3Ty HEAENIO. YcTtonymsble YA3BMMOCTM, KOTOPbIe BCe elle CyLLeCcTBYoT. He
MCrpaBaeHO

Vulnerability Scan Differential Results - Hosts

Show | 7 &4 of 7 entries

e S N e N [ R e N N N
0 0 2 0 0 0 0

121.246.9.238 100.00 2 =0.00 121.248.9.238 100

122.173.135.57 90.00 4 0 1 3 ¥ 45.00 122.173.135.57 45.00 1

182.68.61.157 81.00 8 6 ¥ 27.86 182.68.61.157 53.14
162.68.61.158 81.00 A 18.00 182.68.61.158 100
162.68.61.159 59.05 A 40.95 182.68.61.150 100

182.68.75.125 [ 100 ¥ 34.39 182.88.75.125

182.68.75.127 A 19.00 182.88.75.127

Vulnerability Scan Differential Results - Vulnerabilities Exportas: <> m <> !L:

Show | 10 4| of 61 entries

121.246.9.238 m ICMP Timestamp Request

121.246.9.238 m NTP Variables Reading

122.173.135.57 IO NEW VULNERABILITY NEB1300 Router Default FTP Account
122.173.135.57 Web Server Directory Traversal
122.173.135.57 NEW VULNERABILITY Unencrypted Telnet Server

122.173.135.57 TCP Timestamps Retrieval

122.173.135.57 Flash Gross-Domain Policy File




Quick Scan

Create New Scan

®yHKLUMA ObICTPOrO CKaHMPOBAHMA

Scan Name: | Assist Me ‘ MO3BOJIAET CO3/4aBaTb U
NIAaHMPOBATb CKaHMPOBAHME 33
Range: ® CEKYHAbl.

Organization: NTTC HQ (Demao)

LSS: Cloud3 Scanner #1 (High Capaci... ~

Create Web Scan:

Shared Scanner:
Contact:
Motifications: # Scan Starts ¥ Scan Finishes
#| Scan Result Changels)

Schedule: Weekly

Routine

Every Sunday

=




nﬂaHVIpOBaHMe CKaHNpPOBaHUA

YcTaHoBUTE COOCTBEHHOE OKHO CKaHMPOBaHWMA, aBTOMaTUYECKYHO May3y N NPOAO/TKUTE
CI-(aHl/lpOBaHl/le Mo 3arpocy N nNo pacnmMcCaHmto

Immediate Scan Modify || Clone “ Delete

Settings Permissions Reporting Scheduling Status @ Others

‘ Modify Schedule -
Date Last Scanned: 2017-09-14 12:36
Next Scheduled Scan:  2017-09-15
Last Scan Number: 391
Scan Duration: 0 day(s), 0 hour(s), 36 minute(s) and 5 second(s)
Scan Timezone*: Europe/Paris

Reference Date: 2017-04-04

Routine: Daily

Daily
Every 01

Time Range

Active Inactive

Time Range: 12:00 - 15:00

Time range behaviour: Green is active period, Red as inactive period




Bawa NnepcoHa/ibHaa naHejiab MOHUTOPUHTIA

Bbibepute cBOtO NMYHYIO NaHe b YyNpaBAeHUs

Bce naHennm MOHUTOPMHIa AOCTYMNHbI ANA HAXKaTUA - Pa3BEePHUTE, YTOObI MONYUNTb
AOMNONHUTENBHYIO TEXHUYECKYO MHPOPMaUMIo YNpaBasiTe U NAaHUPYMTE CKaHMPOBaHME CETU U
BeO-NpmaoKeHn c nomolbio Quick Add

= Total ! High Medium ¥ Low

5604 574 3266

“113.32% From previous Scan “310.00% From previous Scan “157.89% From previous Scan “81.74% From previous Scan

Most Frequent Vulnerability Type (Pie Chart) 7 NTTC HQ (Demo)

Web servers Server Side Scripts Il Encryption and Authentication... Il SQL servers SSH servers

Running Web Scans Scope Limit: NTTC HQ (Dema) v Upcoming Scans Scope Limit: NTTC HQ (Demo)

SR

~ Internal network scan NTTC Accounting (Demo) 2017-08-09 Aug 05, 2017

Running Scans ScopeLimit  NTTC HQ (Demo) v

e




" Drill-Down for more Technical Information
— Step 1..

Zvi Magnes ~

¥ Total ! High Medium + Low

3056 328 1725

“71.98% From previous Scan “277.01% From previous Scan 9 From previous Scan “33.20% From previous Scan

Organization Monthly Trend NTTC HQ (Demo)

0

QOct 31, 2016 Nov 30, 2016 Dec 31, 2016 Jan 31, 2017 May 31, 2017 Jun 30, 2017 Jul 31, 2017

Running Web Scans Scope Limit: | NTTG HQ (Demo) Upcoming Scans Scope Limit:

N S N
o s

¥ Internal network scan NTTG Accounting (Dema) Sep 24, 2017 Sep 19, 2017

NTTC HQ (Demo)

Running Scans Scope Limit: | NTTC HQ (Demo)

T S T

No matching records were found!




Drill-Down for more Technical Information
— Step 3..

g " -
Vulnerability Scan Detailed Results Exportas: |<> B <>

Vulnerability Details

Vulnerability Name:  PHP CGI Query String Code Execution
Risk:  High
Hostname / IP Address:  112.125.120.146 (112.125.120.146)
Service{Port)/Protocol:  http (80) / tcp
Scan Date:  2014-06-08 16:14 (Scan Number; 2)
Category:  Web Applications

Summary:  An error in the file ‘sapifcgifegi_main.c' can allow a remote attacker to obtain PHP source code from the web server or to potentially execute arbitrary code. In vulnerable configurations, PHP treats certain query string parameters as
command line arguments including switches such as '-s', '-d', and '-¢'.

This vulnerability is exploitable only when PHP is used in CGl-based configurations. Apache with 'mod_php' is not an exploitable configuration.
Version source: Server: Apache/2.2.16 (Unix) mod_ss1/2.2.16 OpenSSL/@.9.8e-fips-rhel5 DAV/2 PHP/5.2.14

Installed version: 5.2.14
Fixed version: 5.3.12 / 5.4.2

< Solution:  Upgrade to PHP version 5.3.12, PHP versio 5.4.2 or newer. As a workaround add the following 'mod_rewrite' rule: RewriteCond %{QUERY_STRING} A{%2d|-J[*=]+S [NC] RewriteRule A $17 [L] )

GVE(s): % CVE-2012-1823
More Information: % http://eindbazen.net/2012/05/php-cai-advisory-cve-2012-1823/

%, http:/www.php.net/archive/2012.php#id2012-05-03-1
% http://www.php.net/Changelog-5.php#5.3.12
% http://www.php.net/Changelog-5.php#5.4.2
%, https:/bugs.php.net/bug.php?id=61910

TestID: 14679

Vulnerability ID: 54880686

Vulnerability Age: 516 days (from 2013-01-08 to 2014-06-08 - Vulnerability has not been remediated)

Create Ticket ~




INTEGRATION PARTNERS

Ticketing, SIEM, IPS, WAF Integration Partners, and more....

€ cveerark tufin  &riskio Microsoft: CDMCREMEDY LagRhythm

\ @ < Jira P2 Trustwave: ArcSight<C  SOURCE
Servicenuw 14 McAfee

riverbed solarwinds

SRR

cve.mitre.org




Thank you!

KNOW THAT YOU'’RE SAFE

AHowKo Bonogumup

vanoshko@nwu.com.ua



